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TEXHHYEGKME XAPAKTEPHGTHKH

Cneuudumkaumna

CeTteBoun uHTepdeiic

MpoToKobl

MpousBoaUTENbHOCTb

LED nHaukaumna

POE pacnuHOBKa

MutaHwne, B

Fa6aputbl, MM

JknnyaTtauuAa

DYHKLUMOHaN

e 48 10/100/1000Mbps nopt RJ45 (POE)
e 6 10G SFP+ onTtnyeckuii nopt
® 1 KOHCOJbHbIN NOPT

e [EEE 802.3. |IEEE 802.3i, IEEE 802.3u. |IEEE 802.3ab.
IEEE 802.3z. |EEE 802.3ad. |IEEE 802.3x. IEEE 802.1p.
IEEE 802.1q. IEEE 802.1d. IEEE 802.1s. IEEE 802.1w.
IEEE 802.3af, IEEE 802.3at

® MPONycKHaA cnocobHOCTb: 216Gbps

® CKOpPOCTb nepecbinky naketos: 14, 880,000pps ana 10000Mbps
e MAC agpeca: 32K

e Gychep nopta: 12Mb

e 52 Link/Act nHgukatopos
e 48 PoE vHoukaTopaos

e 1 Power mnHgmkartop

e 1 SYS nHaomkartop

e1/2 (+) , 3/6 (-)

e Bxon: AC 100-240

e biopxeT Ha 1 nopT: 30W
e 00w brogxet: 720W

e 440x315x44

e Temnepatypa akcnnyatauum: 0°C~40°C

e Temnepatypa xpaHeHusi: -40°C~70°C
10% ~ 90%

10% ~90%

e BriaxHocTb aKcnnyatayum:

o BnaxHOCTb XpaHeHus :

CraHaapTbl

IEEE 802.3: Ethernet media access control (MAC)

IEEE 802.3i:10BASE-T Ethernet

IEEE 802.3u:100BASE-TX fast Ethernet

IEEE 802.3ab:1000BASE-T gigabit Ethernet

IEEE 802.3z:1000BASE-X Gigabit Ethernet (optical fiber)
IEEE 802.3ad:standard method of link aggregation

IEEE 802.3x:flow control

IEEE 802.1p:LAN layer 2 qos/cos protocol related to traffic priority (multicast filtering function)
IEEE 802.1q:VLAN Bridge operation

IEEE 802.1d:STP Spanning tree

IEEE 802.1s:MSTP Spanning tree

IEEE 802.1w:RSTP Spanning tree

IEEE 802.3af&at

Layer3 dyHKuUnoHan

Moppepxka nHTepgeinca Layer 3

Moppepxxka kKoHpurypaunm agpecos |IPv4 v IPv6
Moppepxxka koHpurypauumn ARP

Moppepxxka koHdurypauumn ND

Layer 3
MapLupyT13auma

Moppepxka cratnyeckon mapLipytusauum |IPv4.
Mopaepxka agnHaMmmyeckorn mapLupytusaumm IPv4 RIP vi1/v2
Mopaepxka anHammyeckon mapwpyTtunsauum IPv4 OSPFv2
Moppepxka cratnyeckon mapLipytusauum IPv6.
Mopaepxka anHammyeckon mapLupyTtunsaumm IPvé RIPng
Mopaepxka aMHammyeckon mapwpyTtunsauum IPvé OSPFv3




VLAN

DHCP

MNopnepxka Port-based VLAN
IEEE802.1Q VLAN

Private VLAN

Protocol VLAN

Voice VLAN

MAC VLAN

Standard QinQ

Flexiable QinQ

VLAN Translation

N:VLAN Translation

IPv4/IPv6 DHCP Client
IPv4/IPv6 DHCP Relay
Option 82, Option 37/38

IPv4/IPv6 DHCP Snooping
IPv4/IPv6 DHCP Server

Ta6bnuua MAC agpecoB

CootBetcTBMe ctaHaapty IEEE 802.1d
Moppepxka MAC address automatic learning and aging
Mopaepxka static, dynamic and filtered address tables

Be3onacHocTb

OrpaHuyeHre cKopocTK nopTa

KoHTponb LWTOpMa LUMPOKOBELLATENbHOro Tpadmka Ha OCHOBE KonmnyecTBa NakeToB 1 6aiToB
Mpueaska nopta/MAC, dounstpaumusa MAC

OrpannyeHne MAC-agpecoB Ha ocHoBe nopTta u VLAN

3awwuta ot ARP-cnyduHra

3awumTa ot ckaHupoBaHusa ARP

Mpusaska ARP

DHCP Snooping, ND Snooping

DAl (Dynamic ARP Inspection)

Crangapt |IEEE 802.1x, PacwupenHbin IEEE 802.1x, Web Portal TACACS+

PoE

Mopaepxka orpaHnyeHns PoE
Mopaepxka npoBepku ctatyca PoE
MNopaeprkka npnoputesauumn noptos PoE
Mopaepxka pacnucaHnsa PoE
Moppepxka yMHOro nuTaHusi

YnpaBneHue ooCcTynom
(ACL)

IP ACL, c conocTtaBneHmemM Ha ocHoBe IP nctovHmka/HasHa4vyeHus, Tuna npotokona IP, npnoputeta
IP 1 HOMepoB NopToB UCTOYHMKA/Ha3Ha4eHns TCP/UDP

MAC ACL, c conoctaBneHvem naketoB Ha ocHoBe MAC nctoyHuka/HasHaveHus, VLAN ID

n nonen COS

IP+MAC kombuHupoBaHHbIN ACL

HacTtpavBaemas koHdurypauns ACL

Aktneauma ACL Ha ocHOBE BpEMEHM

Mpuesiska ACL Ha ocHoBe nopta n VLAN

[MNepeHanpaeneHue Tpadmka Ha ocHoBe ACL

AHanua Tpaduka Ha ocHoBe pesynsraTtoB conoctaeneHus ACL

QoS

Knaccudumkaums notokos Ha ocHoBe ACL, VLAN ID, COS, TOS, DSCP u IPv6
MeTtka notoka (Flow Label)

ArpernpoBaHHbIn PolicyMap

MpuBsaska PolicyMap Ha ocHoBe nopta n VLAN

[NonucuHr:

- OOHOCKOPOCTHOM OQHOEMKOCTHbIN ABYXLBETHbIN;

- OQHOCKOPOCTHOM OBYXEMKOCTHbIN TPEXLBETHbIN;

- [IByXCKOPOCTHOW ABYXEMKOCTHbIN TPEXLIBETHbIN

Mepesanuck npuoputetoB DSCP, COS/802.1p, nona TOS

8 oyepenent Ha nopt

Anroputmbl nnaHnpoBaHus odepegen: SP, WRR, SWRR, DWRR

Spanning tree

Mopaepxka STP(IEEE 802.1d), RSTP(IEEE 802.1w) n MSTP(IEEE 802.1s)
Moppepxka 3awmTthl Loop, 3awmThbl root bridge, 3awwmtsl TC, BPDU, BPDU cunsrpaumm
Mopaepxka nepeknodeHnsa ontTuyeckoro nopta 50 mc

Multicast

IGMP v1/v2/v3 snooping
IGMP Fast leave

MLD v1/v2 snooping
Multicast VLAN
IPv4/IPvé DSCP

NMopaBneHue wiTopma

Mopopepxka Multicast suppression
MNopnepxka Broadcast suppression
Moppepxka Unknown unicast suppression

KoHBepreHumAa KaHanos

Moppepxka Static convergence

Mopopepxka Dynamic convergence

Moppepxka based on IP, MAC and mixed load balancing mode
Moppepxka 32 arperaunoHHbIX rpyn

IPv6

MNopnepxkalPv6 Ping. IPv6 Tracert, IPv6 Telnet
MNoppepxkalPve SSH . IPv6 SSL




Moppepxka CLI

Mopnepxka IPV4/IPv6 HTTP

Mopnepxka IPV4/IPV6 FTP/TFTP

Mopopepxka IPV4/IPv6 SNTP/NTP

Mopnepxka IPv4/IPv6 Telnet username and password RADIUS authentication
Mopnepxka IPv4/IPv6 SSH

Mopnepxka Security IP for secure network management features
Mopnepxka IPv4/IPv6 syslog

YnpaBneHue Mopgpepxka SNMPv1/v2c/v3

Mopnepxka MIB interface and Trap

Mopnepxka RMON groups 1, 2, 3, and 9

Moppepxxka multiple configuration files

Moppepxka LLDP

Mopoepxka port mirroring, CPU mirroring, and RSPAN traffic
Moppepxka sFlow monitoring

Mopnepxka OAM

Moppepxka VSF

KOMMNEKT NOGTABKM:

1. KommyTtaTtop x 1wt

2. bnok nutaHua x 1wt

3. Kpenex ana 19 ctonkn 1wt
4. NHcTpykumna X 1wt

HASHAYEHHE:

RL-SW48PS6+720.L3— 310 ynpaBnaemblii KommyTaTop POE, koTopbin
COOTBETCTBYET TPebOBaHUAM K MUTaHMIO POE pas/inyHbIX TUMOB YCTPOWCTB, TaKNX KaK
Touka goctyna WIFI, IP-kamepa, moct WIFI n IP-tenedoH. KommytaTtop ncnonbsyet
BbICOKOMPOW3BOAUTENBbHYIO annapaTtHyto 1 naatGopmMy HOBOIO NOKOSTEHNS,
obecrneynBaeT rmMbkMe n SKOHOMUYHbIE TMrabuTHble NOPTbI 4OCTYyNa 1 NopTbl uplink,
noaaep>XuBaeT NPOTOKO/Ibl MapLpyTu3aunmn Layer 3, KOMMIeKCHble MEXaHU3MblI
3aWmnTbl, NonHble nonntnkm ACL/QoS n 6oratblie pyHKumn VLAN. OH npocCT B
yrnpaBneHumn n o6Cny>xmBaHun, oTBeyaeTt TpedboBaHUAM Nosb3oBaTeen rno nNpPocToTe
ynpaB/eHuns, BbICOKOM 6e30MacHOCTN U HU3KOM CTOMMOCTU CeTEBOIro 06opynoBaHUS.
OH nogxogut ons opraHnsauum KOpnopaTnBHbIX CETEN, arperaumm n OCHOBHbIX
cueHapueB NPUMEHEHNS NOCTPOEHUS CETEN.

ONHCAHME:

NpeanbHbin MexaHM3M 6e30MNacHOCTH

« [NonHbIN MexaHn3M 6e3onacHon ayTeHTudumkauum: nogaepxvsaet IEEE 802.1x,
Radius, Tacacs+ n 1. 4. 1 MOXeT obecne4ynTb 6€30MacHyto ayTeHTUdUKaUMUIO.

- MgeanbHbln MexaHn3m obHapyxeHua netenb (LOOP) moxeTt o6ecneumnTtb
cTabunbHyo paboTy ceTn B TeHEHNE OINTE/IbHOMO BPEMEHW.



« Ob6ecneyunBaeT N3015LUMIO NOPTOB B OQHOMN M TOM Xe BUPTYaslbHOM JTIOKabHOM
ceTu n Takme oyHkunm 6esonacHocTn, kak DHCP-oTcnexmnsaHmne, NpuBasKy
IP+MAC+nopT U T. 4., YTOObl 4OMONTHUTENNBHO obecnevnTb 6€30MacHOCTb
MoNb30BaTe/IbCKUX AaHHbIX.

- NMopnepxka 3awmtbl ARP, 3awwuntbl IP-nctouHmka, 3awmtel ot DOS.

- [lopaepxka orpaHM4YeHna 4ocTyna nosib3oBartesien Ha OCHoBE HoMepa nopTa, IP-
agpeca n MAC-agpeca.

Mbkoe n yno6Hoe ynpaBsieHne n oé6cny)xmBaHme

- MNoooepxuBaeTt pasiMdHble MeToAbl YNpaB/eHUS, TakKMe Kak KOHCO/b, Telnet n
SSH.

- Mopnepxka ynpasnenna WEB-cetamu (HTTP, HTTPS, SSL V3), uto aBngeTca
6onee NPocTbiM U 3GPEKTUBHDBIM, @ TakXXe yAOOHbIM ANF NONb30BaTENEN B
yCTaHOBKe U OT/1agKe.

- NoppepxuBaeT 3arpysky 1 yrnpasneHue ckadmBaHnem ¢annos B pexume TFTP.

« Moppepxka SNMP V1/V2/V3 gna obnervyeHns ynpaBneHmsa ycTponcreaMmmn vyepes
nnatPopmy ynpaBfeHUsa CETbIO.

Mpo3osawura

« Bce noptbl nogaepxmBaloT MosHMe3aWwmTy 6 KB, 3aWwmTy OT KOPOTKOro
3aMbikaHns PSE, 3awmty ot neperpyskn PoE, 3alunTy UICTOYHWKE NUTaHUSA OT
neperpesa, 3awmnTy OT NepeHanpsaIdXXeHUs, 3aluuTy OT MMMY/1bCHOroO ToKa U gpyrme
OYHKUNM 3aLUUTHI.

MNMepepnoBan annapaTHas apXUTEKTYypa, MOLHbIE€ BO3SMOXHOCTU 06paboTKu

« RL-SW48PS6+720.L3 B cToe4yHOM mncnonHenmn 1U ¢ 48 rurabutHbiMm noptamMmu
BbICOKOW M/IOTHOCTU + 6 nopTtoB 10 rurabmut kommyTaumm Ha 6ase npouyeccopa ARM
A55 otBevaeT TpeboBaHMAM MO 3KCM/IyaTaunm B C/IOXHbIX CLLEHapPUAX.

Moppep)xka nutanna POE

« RL-SW48PS6+720.L3 nogaepxmBaet ctaHgapTt 802.3af/at n ncnonbsyer
BCTPOEHHbIN NCTOYHUK NMUTaHUSA, YTOObI pelunTb 3agaydn cueHapueB PoE, Takmx Kak
MOHUTOPUHI 6e30nacHoOCTK, becnpoBogHoe nokpbiTne u IP-tenedoH.

- Nopnepxxka orpaHnyeHmsa mowHoctTn POE n yctaHoBka npuoputeta nopta PoE.
Korga MOLWHOCTb NMpeBbIWAaeT npenesn, NpnopnuteTHomMy nopty 6yaet npnucBoeHa
MOLLIHOCTb.

- [Topaep>xka HaCTpomKM nepmnoda nogadm nutaHua PoE. Nonb3oBaTtenu Moryt
KOHTPOMIMPOBAaTb Nepmnoa BpeMeHn nogaym nutanms PoE B cooTBeTCTBMKN CO CBOUMMU
noTPebHOCTAMM.

- MNopnepxxka npoBepkn coctosaHmsa ynna PoE. Nonb3oBatenu moryt
npocmaTtpmBaTb TeMnepatypy vmna PoE, BbIXOQHYIO MOLLHOCTb U gpyrme napameTpsl
B PEXMME peasibHOro BpeMeHN Yepes BEO-CTpaHMLY.

MouHble BO3SMOXXHOCTU 006paboTKu



« RL-SW48PS6+720.L.3 nogaepxuBaet 802.1Q VLAN, MAC VLAN, IP VLAN.
Nonb3oBatenu moryt rméko pasgensatb VLAN no mepe Heo6xognMocCTu.

- [Mopaepxka QoS, 8 ouepenen NOpToB, NogAEPXKKA NMpuopuTeTa NopTa,
npunopwuteta 802.1P, npuoputeta DSCP, nogaepxka SP, WRR, SP+WRR, anroputma
nnaHupoBaHusa npunoputetos WFQ.

- Mopnepxka ACL, nogaepxka pyHKUMM dunbTpaunm naketoB L2 (ypoBeHb 2) ™ L4
(ypoBeHb 4), ob6ecneyeHne rmbkon n 6e€3onacHom NOIMTUKN KOHTPOAS AOCTyna.

- Mopnepxka otcnexuBaHna IGMP v1/v2/v3, otcnexuBaHna MLD vi/v2 aonda
yooBneTBopeHua TpeboBaHuini MHOroTepMuHanbHoro HD-enaeoHabntogeHns nnm
BMOEOKOHDEPEHLMNA.

 NoonepxxrBaet MexaHM3M ObICTPOro BbIXo4a M 3anpoC MHOroagpecHoOM
PacCbI/IKN YPOBHA 2, NOALEPXKMBAET CTaTUUYECKYIO MHOIoaApeCHyo paccbinky IPv4
YPOBHS 2 1 CTaTUYECKYIO MHOroapecHyto paccbinky IPv6 ypoBHS 2.

- Noppepxxka NpoTokona AMHamMmyeckon mapuwpytmsaumnm RIP, peweHne
npobnemMbl MapLpyTU3aunm nocne pasgeneHns ceTn Manoro n cpegHero pasmMepa
Ha NOACEeTU M ynpoLleHne KOHPUrypaunm cetu.

- [Topaep>xka NpoOTOKO/1a CTaTUYEeCKOMN MapLUpyTU3aLun N HaCTPOWKa 3anmcen
MapLUpyTU3aLMn BPYYHYIO A9 peannsaummn CBA3M MexXay pasMyHbIMU CErMeHTaMu
ceTu.

- NMopnepxka koHUrypaumm ARP, 4TOObI XOCTbI B pa3HbIX PU3NYECKNX CETSAX
OAHOrO M TOrO Xe CerMeHTa CeTM MOr/IM HOpMasibHO B3aUMOLENCTBOBATD.

[APAHTHUHBIE OBA3ATENbCTBA:

MapaHTUHbIE 06593aTeNbCTBa NpeacTaBNeHbl Ha canTe No CCbINKe:
www.redline-cctv.ru



http://www.redline-cctv.ru
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